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Abstract—Containers provide applications with isolated execu-
tion environments and regulated resource usage, but file system
operations from different containers still execute over shared
kernel state and code paths. As a result, file system isolation
is weakened in three aspects: shared metadata can undermine
access isolation, shared in-kernel components can propagate
faults across co-located containers, and shared in-kernel resource
management can cause cross-container interference.

In this paper, we present ConFS, a container-aware userspace
file system that reorganizes file system isolation around container
domains. ConFS introduces container domains as the isolation
unit and maintains separate file system state for each domain.
For access isolation, ConFS confines each operation to domain-
local state, eliminating the shared metadata paths exploited by
container-escape attacks. To isolate file system faults, ConFS
moves execution to userspace and maintains per-domain state;
fast recovery then restores file system service within tens of
milliseconds after a crash. For resource isolation, per-domain
metadata, buffering, and I/O control prevent cross-domain in-
terference. Our evaluation shows that ConFS provides enhanced
isolation with less than 2% performance degradation compared
to existing userspace file systems.

Index Terms—Userspace file system, Container, Isolation

I. INTRODUCTION

Containers (e.g., Docker [1] and Podman [2]) have be-
come the standard deployment unit in cloud platforms, offer-
ing elastic and lightweight virtualization that enables multi-
tenant workloads to share the host operating system [3]-
[5]. To isolate co-located containers, each container is given
an independent execution environment, with resource usage
regulated through kernel mechanisms such as namespaces [6]
and cgroups [7].

The container file system is a critical component through
which containers interact with the host for data persistence and
sharing. Each container has an isolated file system view cre-
ated through the mechanisms such as mount namespaces [8],
union file systems [9], [10], and bind mounts [11]. However,
file system operations from co-located containers are still
processed by the shared host kernel file system. This creates
an isolation boundary mismatch: containers are intended to
serve as the isolation unit, but the kernel file system is shared
across containers and not aware of container boundaries.
This mismatch subsequently leads to weak isolation in three
aspects.

First, for access isolation, although mount namespaces [8]
restrict each container’s file system view, file system op-
erations are still executed through the shared virtual file

system (VES) using host file system metadata. This shared
execution path exposes attack surfaces that have led to over
40 container-escape vulnerabilities [12]-[14]. Second, for fault
isolation, file system operations from all containers are pro-
cessed through shared in-kernel file system components and
state, such as the VFS, page cache, and file system metadata,
within the same kernel address space, causing a fault triggered
by one container to disrupt all co-located containers [15],
[16]. Third, for resource isolation, containers rely on globally
managed file system metadata and data handling in the host
kernel, so heavy metadata operations or I/O activity in one
container can degrade the performance of others.

Existing approaches [12], [13], [17], [18] mainly address
these issues in a reactive manner, by patching individual vul-
nerabilities in the kernel file system or adding runtime checks
along the shared kernel path. Although being effective for
known problems, these approaches do not eliminate the root
cause of weak isolation: containers still rely on the same host
kernel file system and shared state, so similar issues continue
to emerge over time [12], [13]. We argue that achieving
stronger container file system isolation requires rethinking
the file system boundary itself. Rather than inheriting the
host-wide boundary, the file system should isolate unrelated
containers while preserving data sharing among containers.

In this paper, we present ConFS, a container-aware
userspace file system that refines the file system boundary
around container domains, which group containers according
to their data-sharing relationships. By aligning file system
execution and state management with this domain boundary,
and enabling fast recovery through domain-partitioned state
reconstruction, ConFS provides a unified foundation for ac-
cess, fault, and resource isolation. Under this design, each
file system operation is processed using its own domain’s file
system state, eliminating the shared metadata paths exploited
by container-escape vulnerabilities. Failures are confined to
individual domains, and fast recovery reconstructs the file
system service and the runtime state needed by blocked appli-
cations after a crash. Finally, by separating metadata and data
management across domains and enforcing per-domain I/O
control, ConFS prevents cross-domain resource interference
caused by globally shared file system management.

We evaluate ConFS using micro-benchmarks, real-world
applications, and CVE analysis. For access isolation, we
analyze container-escape CVEs from 2017 to 2025 and verify



that ConFS eliminates the shared metadata exploited by these
vulnerabilities. For fault isolation, ConFS restores file system
service for containerized applications within tens of millisec-
onds. For resource isolation, ConFS prevents cross-container
interference in both metadata throughput and I/O bandwidth.
Overall, ConFS incurs negligible performance overhead (less
than 2% in most cases) compared to a userspace file system
without isolation support.
In summary, we make the following contributions:

o We identify the isolation boundary mismatch between
the intended container-level isolation unit and the shared
host kernel file system, causing container-escape vulner-
abilities, host-wide fault propagation, and cross-container
resource interference.

o We propose ConFS, a container-aware userspace file sys-
tem that introduces container domains as the isolation unit
and aligns file system execution and state management
with domain boundaries, while enabling fast recovery
through domain-partitioned state reconstruction.

e« We conduct extensive experiments to evaluate ConFS
with microbenchmarks and real-world applications,
showing enhanced isolation with less than 2% perfor-
mance overhead.

II. BACKGROUND AND MOTIVATION
A. Container Storage

Containers are a lightweight OS-level virtualization tech-
nology that allows multiple applications to share a com-
mon host operating system while providing isolation at the
process, memory, and other system resources [6], [19]. In
practice, containerized applications access data through mul-
tiple mechanisms, including image-based file systems (e.g.,
OverlayFS [9], [10]), host-managed volumes, and direct access
to underlying storage devices. Despite these differences, all
file accesses ultimately traverse the same host kernel file
system stack. File operations issued via system calls are
processed by the virtual file system (VFES) and dispatched
to underlying file systems (e.g., Ext4 [20] or XFS [21]) on
physical storage devices. As a result, storage operations from
different containers are handled through shared in-kernel file
system components and state that are not organized around
container-level isolation boundaries [19], [22].

To provide isolation between co-located containers, existing
container runtimes rely on mount namespaces [6] to separate
file system views, giving each container a logically isolated
directory hierarchy. In addition, cgroups [7] are used to reg-
ulate resource usage, such as limiting I/O bandwidth through
the io controller.

However, these mechanisms primarily enforce isolation at
the level of namespace visibility and resource accounting,
while file operations from co-located containers are still han-
dled through the shared host kernel file system. This leads to
container-escape vulnerabilities, host-wide fault propagation,
and cross-container resource interference. We next examine
these limitations in detail.

void ext4_xattr_set_entry () {
disk_size = ReadXattrSizeFromDisk(); // read a
size value controlled by the request

write_len = AlignXattrSize(disk_size); // compute
how many bytes to clear
xattr_buf = GetAllocatedXattrBuffer(); // buffer

has only the expected fixed size
memset (xattr_buf, 0, write_len); // if write_len
is too large, the write goes out of bounds

Listing 1: Simplified pseudocode of CVE-2019-19319

B. Weak Access Isolation

Access isolation requires that a container can only access
files within its own file system, unless explicitly shared.
Currently, this isolation is primarily enforced by mount names-
paces, which restrict the visible directory tree of a container
to a designated subdirectory of the host file system (e.g.,
/var/lib/docker/.../rootfs).

However, this mechanism only restricts which paths are
visible to a container, without isolating how those paths
are resolved. All file accesses are still resolved through the
shared VFS and global file system metadata, making access
isolation depend on shared metadata that is not isolated across
containers. For example, the path-resolution process involves
multiple steps (e.g., dentry traversal, symbolic link resolution,
mount lookup) that operate over global, mutable metadata
structures [23]. As a result, a path initially resolved within
a container’s scope may later be resolved under different
metadata state, violating the intended access boundary. This
issue is exemplified by path re-resolution vulnerabilities such
as CVE-2018-15664 [24], where a TOCTTOU race allows
attackers to redirect file accesses outside the container’s root
directory. More broadly, over 40 vulnerabilities have been
reported in container file systems due to inconsistencies in
path resolution semantics [12]-[14].

Importantly, these vulnerabilities are not merely implemen-
tation bugs, but stem from the design that containers share
file system metadata and resolution paths in the host kernel.
Existing mitigations, such as Patrol [12] and PACED [13],
introduce additional runtime checks to validate resolved paths.
However, they still operate over shared file system metadata,
and therefore cannot eliminate the root cause of weak access
isolation.

C. Weak Fault Isolation

Fault isolation requires that each container form an indepen-
dent failure domain. However, in current systems, file system
operations from all containers are handled through shared in-
kernel file system components within the same kernel address
space. As a result, a fault triggered by one container can lead
to inconsistent metadata that affects other containers, or in
more severe cases, crash the entire host [15], [16].

We illustrate this risk using a real-world Ext4 vulnerability,
CVE-2019-19319 [25]. As shown in Listing 1, a crafted
setxattr operation can cause an out-of-bounds memory
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Fig. 1: Resource interference test on Ext4.

write in the Ext4 implementation, leading to a kernel crash.
We reproduce this vulnerability in a controlled setup by
reintroducing the vulnerable logic into the host Ext4 file
system. When a container issues the crafted request, the shared
kernel file system code is triggered, causing both the container
and the host to crash simultaneously.

Importantly, this vulnerability is not specific to Ext4 alone,
but reflects a broader isolation problem that containers still rely
on shared in-kernel file system components and state, without
an independent failure domain. Existing approaches attempt
to mitigate such failures through recovery mechanisms. For
example, Membrane [18] enables recovery via checkpointing
and in-memory state tracking, while Ananke [15] replays
logged requests in a user-space recovery service. However,
these approaches still operate over shared file system state
and cannot prevent faults from propagating across containers.

D. Weak Resource Isolation

Resource isolation is weakened because file system re-
sources in the kernel are managed through globally shared
structures and mechanisms. Existing resource isolation primar-
ily relies on cgroups to regulate resource usage at the device
level, such as limiting bandwidth or I/O rates among con-
tainers [7], [26]. However, cgroups do not isolate shared file
system resources above the device layer. In current container
stacks, such shared resources arise mainly in two forms: meta-
data caches and data buffering and writeback management.
Consequently, containers can still suffer from unintended
interference even when explicit device-level resource limits
are enforced. We next examine two representative cases of
weak resource isolation.

Interference on shared metadata management. File sys-
tem metadata caches in the VFS, such as dentries and inodes,
are managed in globally shared data structures and are not
isolated among containers [17]. This lack of isolation causes
cross-container interference. For example, when a process
opens a non-existent file, the VFS creates a negative dentry
and inserts it into the global hash table. An attacker container
can generate a large number of negative dentries that increase
hash collisions, thereby increasing the lookup overhead in the

global hash table and degrading metadata access performance
of other containers.

We demonstrate this effect using an experiment on Ext4. A
victim container runs a metadata-intensive workload, while an
attacker container continuously issues accesses to non-existent
files to generate negative dentries. Both containers operate
within their assigned resource limits, and the experiment does
not saturate overall system resources or device bandwidth. As
shown in Figure 1(a), the victim sustains a stable throughput of
about 87 Kops/s during the first 5 seconds. At the fifth second,
the attacker begins generating negative dentries. The dentry
lookup overhead increases with the increased negative den-
tries. Correspondingly, the victim’s throughput immediately
drops by about 25% and eventually falls to roughly 47 Kops/s.
Prior work [17] attempts to mitigate such interference through
reactive throttling, but file system metadata remains shared
across containers, so contention on shared metadata structures
can still degrade performance.

Interference from global I/O management. In current
container stacks, data I/O for co-located containers is still
managed globally by the kernel. In particular, buffering and
writeback remain globally coordinated across containers. As
a result, one container’s write activity can interfere with
the normal data accesses of others. One example is the
kernel’s global dirty-page management, where writeback is
triggered for all containers once the global dirty-page ra-
tio exceeds the background writeback threshold. On the
Ubuntu server we use, the default value of this threshold
(dirty_background_ratio) is 5%.

We demonstrate this interference using an experiment in
which a victim container is assigned with a fixed bandwidth of
0.6 GiB/s via cgroups, and an attacker container continuously
generates buffered writes. The experiment is configured so that
the observed slowdown is not due to the victim exceeding
its configured bandwidth limit or to simple saturation of
overall system resources. As shown in Figure 1(b), the victim’s
bandwidth drops noticeably from 0.6 GiB/s to 0.4 GiB/s after
the 50th second, due to the increased dirty page ratios and
global writeback interference. This slowdown arises because
data buffering and writeback are globally managed across
containers, so one container’s write activity can interfere with
another’s normal data access even under explicit device-level
limits.

E. Opportunity and Goals

All these limitations stem from the fact that co-located
containers still rely on the same host kernel file system
handling and shared file system state. As a result, the isolation
boundary exposed to containers does not align with the internal
state boundaries of the file system. This observation suggests
that achieving enhanced isolation requires rethinking how
file system execution and state are organized for unrelated
containers.

One promising direction is to move file system logic
out of the shared kernel and explicitly organize file system
state around container isolation boundaries. By separating



file system state, including metadata and data management,
for unrelated containers, such a design can eliminate the
root cause of cross-container interference. Motivated by this
insight, we redesign the file system architecture as a container-
aware userspace file system with enhanced isolation, avoiding
shared file system state where sharing is not intended.

To avoid ambiguity, we clarify the scope of our design.
ConFS does not aim to eliminate file system bugs or guarantee
the correctness of file system implementations. Instead, it aims
to isolate the effects of such bugs and confine their impact
within intended isolation boundaries. Specifically, ConFS en-
sures that file system state is not shared across unrelated con-
tainers, so that faults, mis-resolutions, or resource contention
in one container do not propagate to others. In this sense,
our goal is to provide enhanced isolation and containment,
rather than to improve the correctness of individual file system
operations. In other words, we do not eliminate bugs; we
eliminate their cross-container impact.

III. DESIGN OF CONFS
A. Architectural Overview

To address the boundary mismatch between container iso-
lation and the shared host kernel file system, we propose
ConFS, a container-aware userspace file system that aligns
file system execution and state management with container
domains, which serve as the unified boundary for access, fault,
and resource isolation.

A straightforward approach is to assign each container an
independent file system instance to fully isolate file system
state. However, this approach is impractical in containerized
environments, where multiple containers share the same stor-
age device. Independent file system instances would lack a
unified view of device-level resource management, including
space allocation, I/O scheduling, and buffering, leading to
inefficient utilization and uncoordinated access.

Moreover, the container itself is often not the right unit
of storage isolation. In practice, a single application may
consist of multiple containers that cooperate and share data
for coordination (e.g., within a pod [27]). Therefore, isolation
should be defined at the granularity of groups of containers
that intentionally share data, rather than at the granularity
of individual containers. To capture this requirement, ConFS
introduces container domains as the isolation unit. A container
domain groups containers that intentionally share data, while
isolating them from unrelated containers. Within a domain,
containers may still have different file system views and
access permissions, enforced by existing mechanisms such
as namespaces. The domain abstraction defines the scope of
shared file system state, including metadata, data buffers, and
associated runtime state, but not the visibility of individual
files to applications.

To enforce both sharing and domain-level isolation, ConFS
uses a single file system process to manage the storage
device while maintaining independent file system state for
each domain. To realize this design, ConFS adopts a split
architecture, consisting of a per-container userspace library
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Fig. 2: ConFS architecture.

(LibFS) and a host-resident file system server (FSServer), as
shown in Figure 2. LibFS binds each request to its container
domain, while FSServer multiplexes the shared device and
maintains separate file system state for each domain. This
architecture enables efficient device sharing while preventing
cross-domain exposure of file system state. More importantly,
it aligns file system execution and state management with the
domain boundary, so that operations are attributed, executed,
recovered, and regulated within the same isolation scope.

Per-container userspace library (LibFS). LibFS is a
shim library that is dynamically linked to the application at
launch, intercepting file-related system calls without requiring
application recompilation. The intercepted calls are translated
into file system requests and forwarded to FSServer via shared-
memory queues bound to container domains. Requests are
enqueued by LibFS and processed by FSServer in a polling
manner. These queues not only deliver requests efficiently but
also attribute each operation to its originating domain through
the communication path, enabling reliable domain attribution
and forming the basis for subsequent recovery.

Host-resident userspace file system server (FSServer).
FSServer runs as a userspace daemon on the host and serves
all container domains over a shared storage device. It leverages
the SPDK userspace 1/O stack [28] for direct device access
while safely multiplexing the device across domains.

FSServer maintains separate file system state for each con-
tainer domain, including metadata, data buffers, and runtime
state. Requests from all domains are processed concurrently by
a pool of worker threads. Each worker determines the target
domain based on the queue on which a request arrives and
executes the operation within that domain’s file system state.
In this way, ConFS separates file system state at the domain
level while still sharing device management across domains.

To support safe device sharing, FSServer maintains per-
domain address mappings and ensures that all [/O remains
within the storage range allocated to the target domain. This
design centralizes device management in a single process
while preventing cross-domain exposure of storage space.



B. Access Isolation

To isolate storage without breaking sharing semantics in
containerized environments, ConFS uses container domains
as the unit of access isolation. In contrast to conventional
container file systems, which resolve operations over shared
file system state, ConFS confines each operation to domain-
local state.

ConFS enforces access isolation by ensuring that both the
identity of a request and its resolution are confined to the same
domain-bound state. This is achieved through two invariants:
(1) each request must be reliably attributed to its originating
container domain, and (2) each request must be resolved only
within that domain’s file system state. These invariants are
enforced through trusted domain attribution and domain-local
file system execution, respectively.

Trusted domain attribution. The first step of access isola-
tion is to ensure that FSServer can trust the domain identity of
each incoming request. ConFS achieves this by binding each
request queue to a single container domain and deriving the
request’s domain solely from the queue on which it arrives,
rather than from user-provided request fields. As a result,
domain identity is enforced by the communication channel
itself and cannot be spoofed or tampered with by applications.

To establish this binding, ConFS sets up a trusted control
channel between each container and FSServer at initialization.
FSServer authenticates the connecting processes using kernel-
provided credentials (e.g., via Unix domain sockets) and
creates shared-memory request queues that are permanently
bound to the container’s domain. All subsequent requests are
routed exclusively through these domain-bound queues.

Domain-local File System Execution. After identifying the
target domain, FSServer must also ensure that each operation
is resolved entirely within that domain’s file system state.
ConFS achieves this by partitioning both on-disk and in-
memory file system state at the domain level.

Each domain maintains independent file system state that is
not shared across domains. As a result, file operations such as
pathname resolution, metadata lookup, and cache access are
performed using domain-local state rather than globally shared
state. Within a domain, containers may still share files or
volumes that are intentionally assigned to that domain. Across
domains, operations are resolved against separate file system
state, preserving isolation without requiring per-container du-
plication.

C. Fault Isolation

In multi-tenant container environments, file system faults
can propagate across containers because file system operations
from all containers are handled through shared in-kernel file
system components within the same kernel address space. As
a result, a fault triggered by one container, such as an out-
of-bounds write during metadata handling, can corrupt shared
file system state or crash the kernel, thereby disrupting all
co-located containers.

To provide fault isolation, ConFS first moves file system
execution out of the shared kernel context, preventing file

| LibFS |
Update\

Send requests

Shared Memory (Survived Crash)
Request Queues Tracking Table
OP | Arguments | |ghadow Journal| | FD | Inode (e/_\gt_t,"obfﬁzt)
write | fd:4,offset:o 4 - 024
Robust Lock
FSServer (Original)* FSServer (Standby)

Loses clean caches
(e.g.,dentry, inode, data)

Reconstructs components
from shared memory

Fig. 3: Data Structures for Fast Recovery in ConFS.

system faults from crashing the host or directly terminating
application processes. It further partitions file system state by
domain, ensuring that each domain maintains its own metadata
and runtime state and that all operations are resolved against
domain-local state rather than shared state across domains.

A fail-stop crash of the FSServer, however, can interrupt
file system service for all domains, because ConFS uses a
single FSServer process. We therefore adopt a crash model
in which only the FSServer may fail, while the host system
and application processes survive. Under this model, only
the FSServer’s private in-memory state is lost; on-disk state
and the shared-memory recovery state (between FSServer and
LibFS) remain available. By contrast, failures of LibFS or
application processes are container-level faults and lie outside
the scope of ConFS, as they do not corrupt the FSServer’s file
system state. Host-system crashes are also outside our main
fault model and are handled by conventional on-device journal
replay.

To handle a fail-stop crash of FSServer, ConFS provides
fast recovery that restores file system service with minimal
disruption to running applications. Such recovery must satisfy
three requirements: (1) quickly resume file system service, (2)
restore crash-consistent file system state, and (3) reconstruct
the runtime state needed by applications that remain alive
across the crash, including open file descriptors, file offsets,
and in-flight updates. ConFS addresses these requirements
through three mechanisms: R1 (Fast Takeover), which re-
sumes service with minimal interruption; R2 (Consistency
Restoration), which restores crash-consistent state; and R3
(Runtime Reconstruction), which rebuilds application-visible
runtime state. After takeover, R2 and R3 operate independently
on each domain’s state and can proceed in parallel across
domains, so recovery does not mix or propagate state across
domain boundaries. Figure 3 shows the data structures that
support recovery in each mechanism.

R1: Fast Takeover. Fast takeover minimizes the inter-
ruption between an FSServer crash and the resumption of
file system service. A normal restart would require process
creation and initialization, including storage-driver setup and
runtime resource allocation. Instead of performing these steps



on the recovery path, ConFS prepares a standby process in
advance and switches to it immediately after a crash.

For failure detection, ConFS uses a kernel-supported ro-
bust lock shared between FSServer and the standby process.
FSServer holds the lock during normal execution, while the
standby process blocks on it (shown as the robust lock in
Figure 3). When FSServer crashes or exits, the kernel releases
the lock and wakes the standby process, enabling immediate
takeover without external monitoring.

The standby process completes its startup and initialization
before a crash occurs and remains in a ready state. After
wakeup, it proceeds directly to consistency restoration and
runtime reconstruction without re-executing the normal startup
path. Thus, R1 removes fixed startup overhead from recovery
and shortens the service interruption before state reconstruc-
tion begins.

R2: Consistency Restoration. After takeover, the standby
process must restore a crash-consistent file system state before
normal service can resume. ConFS adopts ordered journaling,
similar to conventional file systems such as Ext4. Under this
model, recovery needs to replay only committed metadata up-
dates that have not yet reached their final on-device locations,
while data blocks are guaranteed to be persisted before the
corresponding metadata commit.

To reduce recovery latency and avoid blocking other do-
mains, ConFS avoids bulk journal-block reads from the recov-
ery path. Conventional journaling recovery requires reading
journal blocks from the device, introducing additional 1/O
and prolonging recovery latency. Instead, ConFS maintains a
shadow journal in shared memory that mirrors the on-device
journal (as shown in Figure 3).

During normal operation, journal updates are first recorded
in the shadow journal and then flushed to stable storage.
Because the shadow journal resides in shared memory that
remains accessible to the standby process, it is still available
after an FSServer crash. The shadow journal does not change
the durability boundary; it only changes the source from which
committed journal records are replayed after a crash. During
recovery, the standby process consults the on-device journal
header to determine the committed transaction prefix and
replays those transactions directly from the in-memory shadow
journal. This avoids journal-block reads from the device while
preserving the same commit semantics as conventional ordered
journaling.

By performing replay entirely in memory and applying it
only to the corresponding domain state, R2 shortens recovery
time without mixing file system state across domains. In the
rare case of a full host crash, where shared memory is lost,
ConFS falls back to conventional on-device journal replay to
preserve correctness.

R3: Runtime Reconstruction. At the time of a crash, file
system operations may be in different stages: some have been
fully persisted, some have partially executed but not yet been
committed, and others have not executed at all. An FSServer
crash loses its private in-memory state, including cached
metadata and updates that have not yet reached persistent stor-
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Fig. 4: Example operation sequence with tracking table and
retained requests. F': file, M: open mode, ¢no: inode number,
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age. In contrast, shared-memory state maintained by ConFS,
such as tracking tables and retained requests (as illustrated
in Figure 3), remains available to the standby process after
takeover.

R3 bridges this gap in two steps. First, ConFS selec-
tively replays operations whose effects have not yet reached
persistent storage, thereby restoring lost metadata and data
updates. Second, R3 reconstructs the runtime state needed by
applications that remain alive across the crash. This step is
necessary because POSIX file system operations are stateful
and depend on runtime context such as file descriptors, access
modes, and file offsets. For example, in a sequence such as
open followed by write, the write operation depends on
the file descriptor returned by the open call and on file offsets
that evolve over time. Without reconstructing this runtime
state, replay alone would be insufficient to correctly interpret
subsequent operations.

Figure 4 illustrates how ConFS tracks and recovers both
kinds of state.

(i) Reconstructing runtime state. R3 must recover two re-
lated kinds of state. First, it must restore the current per-
process runtime state that applications continue to rely on after
a crash, such as open file descriptors and their offsets. Second,
replay in part (ii) requires request-specific state associated with
retained operations, such as the inode referenced by a file
descriptor and the corresponding file offset. ConFS preserves
this second kind of state together with retained requests and
uses it during replay. This subsection focuses on reconstructing
the per-process runtime state visible to applications.

In conventional file systems, such runtime state is typically
not recovered, because applications restart and rebuild it after a
failure. In contrast, ConFS aims to preserve application-visible
semantics across an FSServer crash, so it must explicitly
restore the runtime state observed by still-running applications.
A straightforward approach would be to re-execute prior
operations to rebuild this state, but this would introduce
unnecessary replay work and dependency tracking.

Instead, ConFS records runtime state explicitly in a per-
process tracking table maintained by LibFS in shared memory,
allowing it to survive an FSServer crash. Each entry records
the state of an open file, including its file descriptor, inode




number, open mode, and current offset. The table is incremen-
tally updated during normal execution: operations that change
the set of open files (e.g., open, close) insert or remove entries,
while operations that modify file position (e.g., read, write,
Iseek) update the stored offset.

During recovery, the standby process reads the tracking
table and reconstructs the corresponding file descriptors and
offsets directly, without replaying dependent operations to
rebuild this context. Figure 4 illustrates this process. For
example, open(Fa, M) creates an entry (F'D 4,inoa, M,0),
and subsequent operations update the offset accordingly. If a
crash occurs before close, the standby process reconstructs the
open file state directly from the table.

By restoring runtime state explicitly, ConFS avoids re-
playing the dependency chain of earlier operations while
preserving correct application-visible semantics.

(ii) Replay of non-persistent updates. Reconstructing run-
time state alone is insufficient. An FSServer crash may also
lose file system updates whose effects have been applied
in memory but have not yet reached persistent storage. For
example, after write(F D_A,4) in Figure 4, the written data
may still reside in in-memory buffers at the time of the crash.
Restoring the file descriptor and offset does not recover this
data. Therefore, R3 must replay such operations to restore the
lost effects of non-persistent updates.

To support this, ConFS retains state-modifying requests in
the shared-memory request queue and replays them during
recovery. For each retained request, ConFS records the in-
formation needed for replay, including the resolved inode
number, the file offset, and the associated data buffer. This
recorded information also includes the request-specific state
described in part (i), ensuring that replay proceeds correctly
after recovery.

Replay restores the effects of operations directly, without
re-executing the full file system path. For example, replaying
a write operation reads data directly from the shared-memory
buffer and writes it to the recorded inode and offset, bypassing
path resolution and permission checks. This avoids unneces-
sary work and reduces replay latency.

However, replay is not uniform across all operations, be-
cause metadata and data updates have different persistence se-
mantics at crash time. For metadata, replay is coordinated with
journaling recovery. Because journaling enforces atomicity at
transaction boundaries, metadata updates do not expose partial
persistence at crash time. They are either already committed
and recovered by R2, or not yet committed and therefore
handled by R3. Data updates are different. Their effects may be
only partially persisted when the crash occurs, so R3 replays
the corresponding operations to restore the missing effects.
In this way, R3 covers all non-persistent updates, including
both data-modifying operations (e.g., write) and metadata-
only operations (e.g., create, unlink). This distinction
also means that replay must restore only missing effects rather
than blindly reapplying all retained updates.

To avoid redundant replay, ConFS tracks the durability of
each retained request and skips requests whose effects have

already reached persistent storage. In particular, for data-
modifying operations such as writes, ConFS records whether
the corresponding data has already been persisted. During
recovery, R3 replays only those updates whose effects are not
yet reflected on persistent storage, thereby avoiding redundant
writes and improving replay efficiency.

Crash Recovery and Application Resumption. To ensure
correctness, recovery proceeds in three steps. First, the system
replays non-persistent retained requests to restore missing file
system updates. This step ensures that operations whose effects
were not yet reflected on persistent storage are reapplied. This
order is necessary because reconstructing application-visible
runtime state may depend on file system state that is restored
by replay. Second, application-visible runtime state (e.g., file
descriptors and offsets) is reconstructed from the tracking
tables, allowing subsequent operations to observe a consistent
runtime state. Finally, requests that were in progress at the
time of the crash are re-executed and completed transparently.
Because these requests remain pending in the shared-memory
queues, the standby process can complete them through the
normal request-processing path, without requiring special han-
dling in LibFS. After these steps, applications can resume
execution from their pre-crash state without requiring restart
or manual repair.

After takeover, recovery operates on each domain’s state
independently. Because file system state is isolated across
domains, these reconstruction and replay steps can proceed
in parallel without mixing state across domain boundaries.

D. Resource Isolation

In current container stacks, file system resources such as
metadata caches and I/O management are shared across all
containers, leading to cross-container interference that is not
fully controlled by existing mechanisms. One container can
degrade another’s metadata throughput or interfere with device
bandwidth despite kernel-level isolation mechanisms. ConFS
addresses this problem by enforcing resource isolation at both
the in-memory state and device I/O levels, using container
domains as the unit of isolation.

Domain-private Metadata and Buffering. ConFS prevents
cross-domain interference by making all in-memory file sys-
tem state domain-private, including both metadata structures
and buffered data.

Metadata isolation. In conventional file systems, the dentry
cache and inode cache are globally maintained structures.
A container that generates intensive metadata operations can
increase traversal and contention overhead in the shared cache,
degrading metadata throughput for other containers regardless
of any cgroup limit. This is because these caches are organized
as global lookup structures over a shared directory hierarchy,
where all containers contend on the same metadata names-
pace and synchronization paths, introducing cross-container
contention along shared metadata access paths.

Inside FSServer, each domain maintains its own dentry
cache, inode cache, and lookup structures. Instead of a single




global metadata structure, ConFS partitions metadata into per-
domain instances, each managing its own directory hierarchy
and lookup structures. As a result, metadata operations no
longer contend on shared lookup paths, and intensive metadata
activity in one domain cannot slow down metadata access in
others.

Data buffering and writeback isolation. In conventional
systems, buffering and writeback are globally managed within
the kernel, coupling write behavior across containers. While
mechanisms such as cgroups can limit resource usage at the
container level, they do not decouple the underlying buffering
and writeback paths, leaving cross-container interference
largely unaddressed. This coupling arises because writeback
decisions are made over shared buffering state and global
control paths, allowing write activity from one container to
influence when and how data from others is flushed. For
example, the kernel uses a global dirty-page threshold to
trigger background writeback: when one container drives
the dirty ratio past this threshold, writeback is initiated
system-wide, consuming device bandwidth and reducing the
effective throughput of others.

ConFS eliminates this coupling by keeping buffered data
private to each domain in userspace memory, independent
of the kernel page cache. Writes accumulate in the buffer
of the issuing domain and are flushed based on per-domain
thresholds and policies. As a result, writeback is scoped to
each domain, preventing one domain’s write activity from
triggering or affecting writeback behavior in others.

Domain-accounted I/O Control. After eliminating cross-
domain contention in metadata access and writeback paths,
ConFS must also regulate access to the shared storage device
itself. This control is enabled by the fact that all I/O requests
are issued through domain-local file system paths, allowing
each request to be precisely attributed to its originating do-
main.

To implement this control, ConFS maintains a per-domain
token bucket to regulate bandwidth consumption, which is re-
freshed periodically according to configured limits. If a domain
exhausts its allocation, its worker delays further submissions
until tokens become available.

Because all I/O requests, including both foreground and
background operations, such as writeback, are consistently
attributed to their originating domain, they can be regulated
at submission time. As a result, no domain can exceed its
configured bandwidth limit, and cross-domain interference at
the device level is significantly reduced.

E. Implementation Issues

ConFS is implemented in about 5K LoC of C++ on
Linux. The current prototype targets Linux and a single
NVMe SSD managed by Storage Performance Development
Kit (SPDK) [28]. Each domain maintains its own container
image files to confine file accesses within the local domain
state. To reduce resource redundancy, cross-domain sharing
of image files can be enabled by relaxing isolation guarantees
and permitting read-only system-call access to host-side image

files. The implementation focuses on three mechanisms that di-
rectly support the core design of ConFS: shared-memory man-
agement for communication and recovery, worker management
for shared execution with domain isolation, and device-space
management for multiplexing storage across domains.

Shared Memory Allocation. ConFS bounds the amount
of shared memory reserved for each domain to prevent
unbounded growth while preserving domain-level memory
isolation. In addition, it organizes shared memory into per-
domain regions to ensure that metadata, request-tracking state,
and recovery structures are not shared across domains. The
shared memory is used for LibFS-FSServer communication
and to support fast recovery.

In our prototype, the shared-memory threshold is configured
at startup and defaults to 20 MiB, which can be increased
based on the expected workload of the domain. This threshold
bounds per-domain memory usage while keeping the commu-
nication and recovery path unchanged. When the threshold is
reached, ConFS reclaims space through the existing sync and
checkpoint path.

Worker Thread Management. FSServer uses a bounded
pool of worker threads, with active workers pinned to ded-
icated cores. Workers are shared across domains: a single
worker may serve operations from multiple domains, and
multiple workers may serve operations within the same do-
main. This design allows CPU resources to be shared while
relying on domain-local file system state, rather than dedicated
execution resources per domain, to preserve isolation. Correct-
ness relies on fine-grained locking over private metadata and
runtime state within each domain, allowing multiple threads
to execute file system operations concurrently.

In the current prototype, queues are statically grouped and
each worker polls an assigned group in round-robin order.
This is the scheduling policy used in the prototype and
does not affect the isolation guarantees. When many domains
coexist, the number of queues can grow and increase polling
overhead. More adaptive worker scheduling, as explored in
recent userspace storage systems [29], [30], is orthogonal to
our isolation design and left as future work.

Device Space Management. To allow multiple domains to
share a single SSD without static partitioning, ConFS divides
the device into fixed-size segments (2GiB in our prototype)
and manages them using a buddy-style allocator. Each domain
is assigned a disjoint set of segments, ensuring that data
placement and I/O remain isolated across domains.

Within each domain, file system operations use domain-
relative logical block addresses. FSServer maintains a per-
domain mapping table that translates these addresses to phys-
ical device locations and ensures that all I/O stays within the
domain’s allocated space.

When a new domain is created, FSServer allocates an initial
set of segments from the shared pool (2 GiB by default,
configurable based on domain requirements) and initializes a
per-domain file system. This organization allows domains to
share the device without static partitioning while preserving
physical separation in space allocation. The current prototype



TABLE I: Representative CVEs discussed in the access-
isolation analysis.

CVE

CVE-2018-15664 [24]
CVE-2019-10152 [33]
CVE-2019-18466 [34]
CVE-2023-0778 [35]

CVE-2017-1002101 [36]
CVE-2021-25741 [37]
CVE-2021-30465 [38]
CVE-2022-23648 [39]
CVE-2025-31133 [40]

Failure type

Post-validation Access
Redirection

Mount-Target Redirection

allocates segments only at domain creation; supporting later
growth by attaching additional segments is left as future work.

IV. EVALUATION

In this section, we evaluate ConFS by answering the fol-
lowing questions.

o How does ConFS provide access isolation between dif-
ferent containers?

o How does ConFS provide fault isolation for container-
ized applications? How quickly can ConFS recover from
failures?

o How effectively does ConFS provide resource isolation
and stable performance?

e Does ConFS achieve performance comparable to that of
both kernel file systems and userspace file systems?

Experimental setup. We run all experiments on a single
server equipped with a 96-core Intel Xeon Platinum 8488C
CPU and 512 GB of DRAM. We use a 375 GB Intel Optane
P4800X SSD for its ultra-low device access latency (~7 us),
which makes software stack overhead more prominent relative
to device access time. The server runs Ubuntu 20.04 with
Linux kernel 5.4, and the userspace storage driver uses SPDK
18.04. We disable hyperthreading, turbo boost, and power-
saving features to reduce measurement noise, following estab-
lished benchmarking practices in previous works [30], [31].

Compared Systems. We compare ConFS against Ext4 [20]
and F2FS [32] as representative kernel local file systems. In all
experiments, Ext4 and F2FS are deployed as a single shared
file system instance across containers, reflecting the standard
deployment of containers in which co-located containers share
the host kernel file system. We also compare against uFS [29],
a high-performance userspace baseline without container-
aware isolation. For recovery experiments, we additionally
implement an Ananke-style [15] recovery mechanism on top
of uFS. Microbenchmarks use direct I/O to expose storage-
path overhead rather than page-cache effects. Application and
recovery experiments use each file system’s normal cache be-
havior. Unless otherwise noted, each benchmarked application
runs in a single container domain, and each experiment is
repeated 5 times and we report the average result.

A. Analysis of Access Isolation

To evaluate the effectiveness of ConFS’s access-isolation
design, we analyze publicly disclosed container-escape vulner-
abilities from 2017 to 2025 whose attack paths rely on shared
host file system metadata (Table I). These vulnerabilities span
diverse file system interfaces, such as file copy, volume mount,
and image configuration.

Despite differences in surface operations, these vulnerabil-
ities share a common root cause: multiple containers operate
on the same file system metadata and directory hierarchy on
the host. As a result, path resolution and metadata traversal
are performed over shared state, allowing one container to
influence or redirect another container’s access. In other words,
access semantics are determined by a shared execution path
rather than being confined within container boundaries.

For example, CVE-2018-15664 illustrates the risk of a
shared execution path. During a docker cp operation, the
source pathname may first be validated within the container
file system, for example as /tmp/data/etc/shadow.
However, before the copy is actually performed, an attacker
can replace /tmp/data with a symbolic link to /. As
a result, when the docker daemon later accesses the same
pathname, it is re-resolved in the host file system and points to
/etc/shadow on the host. This attack is possible because
the check and the use both depend on shared file system
metadata, allowing the execution path to be altered between
the two operations.

ConFS blocks this class of attacks by removing shared
host metadata from cross-domain execution paths. It uses the
container domain as the unit of access isolation and binds
each request to its domain through trusted communication
channels. FSServer then resolves and executes each request
using only the domain’s own metadata, both in memory and
on disk, so that pathname resolution and metadata access are
determined by domain-local state rather than shared global
metadata. Containers that intentionally share data are explicitly
grouped into the same domain, making sharing a controlled
property of the isolation boundary.

Although FSServer retains a small amount of shared runtime
state, such as worker threads and allocation structures, this
state does not participate in pathname resolution or metadata
traversal and therefore does not affect the semantic target of
a request. As a result, for file system operations served by
FSServer, the shared-host-metadata dependency exploited by
these escape attacks is removed. We reproduced representative
exploits shown in Table I and confirmed that ConFS blocks the
corresponding escape paths in all tested cases. For each CVE,
we verified the exploit under the original vulnerable kernel
configuration, then confirmed that the same exploit fails under
ConFS because the shared host metadata path required by the
attack is no longer available.

B. Fault Isolation and Recovery

We evaluate fault isolation and recovery in two steps. First,
we measure end-to-end application performance during a file
system crash to show that ConFS enables fast and transparent
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Fig. 5: Fault isolation with ConFS and Ananke.

recovery with minimal disruption. Second, we break down the
recovery process into R1, R2, and R3 to understand how each
component contributes to the overall recovery latency.

Effective isolation of file system fault We evaluate whether
ConFS provides fast and transparent recovery with minimal
disruption to running applications. We run LevelDB [41] on
ConFS with YCSB-Load, YCSB-A, and YCSB-C to cover
write-only, mixed, and read-dominant workloads, respectively.
We inject a file system crash during execution and measure
throughput over time to evaluate the impact of the crash and
subsequent recovery. Kernel file systems (Ext4 and F2FS)
require a full remount or system reboot after a crash, while uFS
does not reconstruct the runtime state needed by applications
that were in progress at crash time. As a result, none of these
approaches support transparent application resumption after
a crash. We therefore compare ConFS against Ananke, the
only baseline that provides application-transparent recovery.
To ensure a fair comparison, our Ananke-style implementation
follows the same transparent-recovery goal on top of uFS,
namely restoring file system service together with the runtime
state needed by blocked applications to resume after a crash.
Ananke is built on uFS and enables fast file system restart with
state reconstruction, making it directly comparable to ConFS.
We also compare the two systems phase by phase, so that
fixed startup overhead can be separated from the recovery logic
itself.

Figure 5 shows the throughput of LevelDB running on
ConFS and Ananke. A file system crash occurs at the point
marked by the red circle. ConFS resumes service within
30.2, 15.8, and 0.9 ms under YCSB-Load, YCSB-A, and
YCSB-C, respectively, whereas Ananke requires 454.6, 420.2,
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R3:Runtime Reconstruction

ConFS 22131.99ms
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Fig. 6: Crash recovery breakdown.

and 328.7 ms. A large portion of Ananke’s recovery time
comes from the fixed startup overhead of its underlying uFS
implementation (about 327.6 ms), corresponding to the interval
between the red circle and the “x” marker in Figure 5. We
report this cost explicitly for fairness, since it reflects the
restart overhead inherited from the uFS base rather than the
recovery logic itself. Even after excluding this cost, Ananke
still requires 127.0, 92.6, and 1.1 ms, which remains slower
than ConFS. This difference is due to ConFS’s more selective
recovery design. By using an in-memory shadow journal and
incrementally maintained request state, ConFS avoids scanning
and classifying all logged requests during recovery. The gap is
most pronounced under YCSB-Load, where a larger amount
of non-persisted state must be recovered.

Breakdown of file system recovery. We break down the
recovery time of four file systems: ConFS, Ananke, uFS, and
Ext4. We run LevelDB with the write-only YCSB-Load work-
load, which imposes a high recovery burden, and inject a crash
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after 5 million operations. We decompose recovery into three
phases: Fast Takeover (R1), Consistency Restoration (R2),
and Runtime Reconstruction (R3). Overall, ConFS achieves
significantly faster recovery by reducing overhead in all three
phases: eliminating startup cost in R1, removing device I/O in
R2, and avoiding full log replay in R3.

Figure 6 shows the results. ConFS, Ananke, uFS, and Ext4
recover in 31.92 ms, 455.17 ms, 7987.40 ms, and approxi-
mately 3 minutes, respectively. uFS and Ext4 only perform
process startup and consistency restoration, as they do not
reconstruct runtime state. In contrast, ConFS and Ananke
implement the full R1-R3 recovery path.

Fast Takeover (R1): In R1, ConFS, Ananke, uFS, and Ext4
take 0.89 ms, 328.09 ms, 7896.19 ms, and approximately
3 minutes, respectively. Ext4 incurs the highest cost due to
requiring a full OS reboot. uFS, Ananke, and ConFS are
all user-level file systems built on SPDK. Figure 7 further
breaks down their Rl time into process recreation, driver
initialization, and resource allocation.

uFS requires 5.36 ms for process creation and 7568.17 ms
for driver initialization, as it must recreate the file system
process and reinitialize SPDK from scratch. In contrast, ConFS
and Ananke complete these steps in only 0.6 ms by using a
pre-spawned standby process that has already finished initial-
ization before the crash.

For resource allocation, ConFS requires only 0.43 ms,
whereas uFS and Ananke require 327.6 ms due to large
upfront memory allocation. Specifically, uFS and Ananke pre-
allocate a large number of fine-grained memory objects at
startup, which increases initialization latency. ConFS instead
adopts a lazy allocation strategy, creating objects only on
demand. This significantly reduces recovery-time overhead.
To evaluate the impact of lazy allocation, we measure the
latency of accessing newly allocated objects. Figure 8 shows
the cumulative distribution of read and write latency with and
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Fig. 9: Resource interference test on ConFS.

without lazy allocation. Lazy allocation adds only 1-2 us
to the first access of a new object and incurs no additional
overhead thereafter.

Consistency Restoration (R2): In R2, Ext4 takes 13.40 ms to
recover and read journal entries during remount. Ananke and
uFS take 91.21 ms, including 7.5 ms for reading valid journal
entries and 83.2 ms for scanning over 50,000 blocks in the
journal region. In contrast, ConFS reduces this time to 0.27
ms using a shadow journal in shared memory. After takeover,
the standby process reads only the on-device journal header to
identify the durable prefix and replays it directly from the in-
memory shadow journal. This avoids journal-block reads from
the device while preserving ordered journaling semantics.

Runtime Reconstruction (R3): In R3, Ananke requires 35.87
ms because it must iterate through all logged requests and
classify each one during recovery. ConFS completes R3 in
30.76 ms by reconstructing runtime file state directly from the
tracking table and replaying only the necessary operations.
Specifically, ConFS selectively replays requests whose per-
inode dirty bits indicate unsynchronized in-memory changes,
while avoiding re-execution of operations whose updates have
already reached stable storage. This eliminates both the over-
head of scanning the full log and the redundancy of replaying
unnecessary operations.

C. Resource Isolation

We evaluate whether ConFS eliminates cross-container in-
terference and provides stable performance under contention.

First, we reproduce the metadata interference experiment
described in Section II-D. A victim container runs a metadata-
intensive workload, while an attacker continuously creates and
deletes files to generate a large number of negative dentries.
As shown in Figure 9, the victim sustains a stable throughput
of 87 Kops/s throughout the experiment, even after the attacker
starts generating negative dentries. This is because ConFS
isolates metadata state across containers: dentries created by
the attacker remain within its own file system context and do
not affect the victim.

Next, we evaluate interference along the I/0 path. Although
cgroups can regulate both foreground and background I/O at
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the device level, containers in conventional systems still share
the underlying dirty-page accounting and writeback-triggering
mechanisms. As a result, one container can indirectly affect
another by increasing global dirty-page pressure and causing
more frequent writeback activity. We run a victim container
executing a mixed read-write workload and an attacker con-
tainer continuously generating dirty pages. Both containers are
limited to 0.6 GiB/s using cgroups. As shown in Figure 9,
ConFS maintains stable bandwidth at 0.6 GiB/s throughout
the experiment. This is because ConFS isolates buffered data
and writeback management across containers, preventing one
container from influencing the I/O behavior of others.

These results show that ConFS effectively prevents metadata
interference and writeback interference under the tested sce-
narios, by isolating file system state and management across
container domains.

D. Comparable Performance

We evaluate whether ConFS provides enhanced isolation
and fast recovery with negligible performance overhead. We
measure both microbenchmark performance to quantify the
base overhead of the I/O path, and application-level perfor-
mance to assess its impact under realistic workloads.

Microbenchmarks. To quantify the base I/O overhead of
ConFS, we run sequential and random read/write microbench-
marks at 4KB and 256 KB request sizes. Overall, ConFS
achieves higher throughput than kernel file systems while
maintaining performance comparable to uFS, showing that
its additional isolation and recovery support adds negligible
overhead on the common I/O path.

At the 4KB granularity (Figure 10a), ConFS improves
both read and write throughput by 1.6x to 1.7x over Ext4
and F2FS. This improvement comes from its userspace 1/O
stack, which eliminates kernel overhead such as system calls,
VES processing, and interrupt handling. For example, in 4 KB
random read, ConFS achieves an average latency of 9.19 us,
including about 7 us of device latency (close to the hardware
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limit of the Optane P4800X) and only ~2us of software
overhead. In contrast, the random read latencies of Ext4 and
F2FS are 14.47 us and 14.58 us, respectively, with an addi-
tional ~7 us overhead introduced by the kernel software stack
(including system calls, VFS layer processing, and interrupt
handling).

At the 256 KB request size (Figure 10b), ConFS achieves up
to 1.20x and 1.14x higher throughput than Ext4 and F2FS.
The performance gap narrows compared to the 4 KB case, as
larger 1/O sizes amortize software overhead and make device
access the dominant factor.

Compared to uFS, ConFS shows less than a 1% performance
difference across all patterns and request sizes. Since both
systems share a similar SPDK-based userspace I/O stack, this
result indicates that the isolation and recovery mechanisms
added by ConFS introduce almost no additional cost beyond
the baseline userspace I/O path.

Application Workloads. We evaluate the application-
level performance of ConFS using Filebench (varmail and
webserver) and YCSB workloads on LevelDB. Overall,
ConFS achieves comparable or better performance than kernel
file systems, demonstrating that enhanced isolation introduces
negligible overhead in realistic workloads. Figure 11 reports
throughput normalized to Ext4.

For write-intensive workloads, ConFS outperforms kernel
file systems. In the varmail test, ConFS achieves 1.91x the
throughput of Ext4 and 1.06x that of F2FS. This improvement
is largely due to frequent fsync operations in varmail.
Ext4 relies on a global journaling mechanism (JBD2), which
results in an average fsync latency of 101 us. F2FS adopts
a log-structured design that converts random updates into
sequential writes, improving fsync performance, but it still
incurs kernel software overhead. In contrast, ConFS combines
a userspace I/O stack with a per-inode logging design, reduc-
ing the average fsync latency to 33 us.

A similar trend is observed in YCSB workloads. For
YCSB-Load (pure insert), YCSB-B (5% update), YCSB-D
(5% update), and YCSB-F (read-modify-write), ConFS im-
proves throughput by 1.1x to 1.2x over Ext4. This is because
ConFS bypasses the kernel storage stack and interacts directly



with the NVMe device via SPDK, reducing software overhead
along the data flushing path.

For read-intensive workloads, ConFS achieves performance
comparable to Ext4. It delivers 1.10x and 1.08x the through-
put of Ext4 for YCSB-C (pure read) and webserver,
respectively. For YCSB-A (50% read) and YCSB-E (95%
scan), ConFS achieves 0.99x and 0.95x of Ext4 performance.
This is because Ext4 and F2FS benefit from highly optimized
page cache and readahead mechanisms that effectively hide
backend I/O latency. These mature optimizations give kernel
file systems an advantage in sequential scan workloads such
as YCSB-E, while ConFS remains competitive overall.

Compared to uFS, ConFS shows less than a 2% performance
difference across all workloads. In write-intensive cases such
as YCSB-Load and varmail, the throughput reduction is
only 1.9% and 1.5%, respectively, and for all other workloads
the gap remains below 1%. Since both systems share a similar
SPDK-based userspace 1/O stack, this result confirms that the
additional mechanisms for isolation and recovery incur only
negligible overhead under realistic application workloads.

Overall, these results show that ConFS stays close to the
uFS baseline while remaining competitive with, and often
outperforming, kernel file systems. Taken together, the results
indicate that enhanced isolation and fast recovery are achieved
with negligible performance overhead.

V. RELATED WORK

Container file systems and storage systems. Prior
work [19], [22], [42] on container storage mainly optimizes
image layering and I/O efficiency on top of shared host file
systems. Container file systems are typically built by stacking
read-only image layers with a writable layer through union
file systems such as OverlayFS [9] and AUFS [10]. BAOver-
lay [19] improves layered storage for write-intensive work-
loads by making overlay files block-accessible. CAST [22]
reduces the overhead of the shared host I/O stack for multi-
container accesses. Diciclo [42] improves performance stabil-
ity by serving different tenants with separate user-level storage
clients. These systems improve container storage performance
and efficiency, but they still treat the host file system as the
sharing boundary and do not align file system execution or
state with container-level isolation boundaries.

Isolation and recovery in container file systems. For ac-
cess isolation, Patrol [12] and PACED [13] prevent container-
escape and boundary violations by adding checks to the host
file system path, but the file system state used for pathname
resolution and metadata lookup is still shared across contain-
ers. Stronger-isolation runtimes such as Kata Containers [43]
and gVisor [44] reduce the kernel attack surface by interposing
a VM or a userspace kernel between applications and the
host. However, at the file system level, shared volumes still
traverse the host kernel file system—for example, via virtio-fs
in Kata Containers, which relays guest file system requests
through the host VFS—Ileaving file system vulnerabilities in
shared-volume scenarios unmitigated [12], [45]—-[47]. For fault
isolation, IceFS [48] separates file system state into smaller

independent units so that a failure in one unit does not affect
others. Membrane [18] and Shadow Filesystems [16] make
kernel file systems restartable or recoverable through standby
replicas, and Ananke [15] provides transparent recovery for
userspace file system services. These systems reduce the
scope or cost of failures, but their failure boundaries are
not aligned with the intended sharing and isolation boundary
of containers [15], [16], [18]. For resource isolation, prior
work has focused on isolating CPU [49], [50], memory [51],
storage traffic [26], [48], and network bandwidth [52], [53],
and on strengthening cgroups-based resource control [54],
[55]. At the file system level, Tratr [17] shows that shared
kernel data structures can be exploited to amplify cross-
tenant interference, and Diciclo [42] and CAST [22] reduce
contention by separating parts of the storage path at the user
level, but the underlying kernel file system state that causes
interference is still shared. ConFS partitions file system state
at the container-domain level, so that access isolation, fault
isolation, and resource isolation share the same boundary.

Userspace file systems and storage stacks. Userspace
file systems provide the architectural basis for ConFS. In-
process file systems such as Strata [56], SplitFS [57], and
Aeolia [30] run file system logic inside the application pro-
cess, so enforcing isolation across containers would require
additional protection mechanisms between processes that share
the same file system state. Device-level file systems such
as DevFS [58] and CrossFS [59] place file system logic in
device firmware, so container-level isolation would depend
on hardware partitioning mechanisms that current devices do
not provide at the required granularity. Userspace daemon file
systems such as uFS [29] run the file system as a separate
trusted process, which naturally provides a control point for
enforcing isolation, but uFS does not partition internal file
system state or failure domains according to container-level
sharing boundaries. ConFS builds on this daemon architecture
and extends it to make the container domain the file system
isolation boundary.

VI. CONCLUSION

This paper presents ConFS, a container-aware userspace file
system that reorganizes file system isolation around container
domains. By aligning file system execution and state man-
agement with domain boundaries, and by reconstructing file
system state on a per-domain basis after an FSServer failure,
ConFS provides enhanced access, fault, and resource isolation
in containerized environments. Evaluation on NVMe SSDs
shows that ConFS achieves enhanced isolation with less than
2% performance degradation compared to existing userspace
file systems and up to 1.6x higher performance than Ext4.
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